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Background The exponential increase in information
accompanying COVID-19 has presented significant barriers to
effective health communication. In a country with 76 million
active social media accounts, this infodemic due to the
pandemic has exposed inadequacies in the Philippine
information systems.

Purpose of the Study As such, this paper aims to present the
infodemic in the Philippine context, analyze existing
frameworks countering misinformation, identify problems,
and propose solutions for misinformation.

Methods A comprehensive review of existing policies was
conducted by inputting keywords in known databases, and
analyzing literature, laws, and social media policies in the
Philippines.

Main Findings The analysis has shown that (1) the current non
centralized system presents difficulties in mobilizing experts;
(2) the older demographic is a neglected population amid
high risk for misinformation; (3) individual passivity in
searching for legitimate sources puts people at higher risk; (4)
current legal frameworks insufficiently characterize and
delineate misinformation and disinformation, leading to
concerns on implementation and human rights. To address
this, evidence recommends (1) creating a centralized
government institution, representative of various sectors, to
serve as the source of understandable and reliable scientific
information; (2) strengthening current legal frameworks, with
an emphasis on education, due process, and human rights;
(3) ingraining a culture of fact-checking within the Filipino
psyche via stakeholder engagement.
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Principal Conclusion Clear roles and responsibilities, along
with active stakeholder engagement, are needed to build
individual resilience against misinformation and strengthen
veritable institutions that aid the country in responding to
future health crises.
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Background

Public health communication plays a
special role during a pandemic,
particularly in facilitating public
understanding of health, broadening
health information sources, and
influencing policy.”® In our efforts to
address the COVID-19 pandemic, the
crippling effect of infodemics can be felt as
well. Infodemics are defined as the sudden
or exponential increase of information in a
short period of time, which encompasses
both credible and unsourced, news (i.e,
fake news) conveyed by institutions like
the media and academe.** This
phenomenon has now become a critical
roadblock in achieving public compliance
to health measures.®

The Philippines has approximately 89
million social media users — equivalent to
80.7% of the total population.® Considering
that almost eleven hours per day is spent
on the internet®, the average Filipino can
access a mix of information and engage
through any device. For example, most
Filipinos access Facebook as a means of
involvement in public affairs.” By virtue of a
prepaid subscription, approximately 95%
of the Philippines’ 129.4 million mobile
subscriptions are allowed access to
Facebook’s free version via the Free Basics
app even without a registered Facebook
account.® In this setting, only headlines
and captions of photos and videos are
visible and allows for the propagation of
clickbait and misleading headlines?®
Through exposure to these media,
compounded with a low level of health
literacy °' Filipinos are susceptible to
misinformation and disinformation
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regarding health measures. By definition,
misinformation is the creation and
dissemination of misleading information
without  manipulative intent  while
disinformation is more deliberate with
malicious intent.'>'®

Ubiquitous misinformation and
disinformation can cause cynicism,
distrust, and fear in the general public.””
More importantly, effects of the infodemic
on health are evident during the pandemic
as Filipinos may subscribe to varying
practices mistaken to be preventive, or
worse, curative as false information
circulate online?*?> For instance, the
president publicly communicated and
insisted on the legitimacy of using
gasoline as an alternative disinfectant if
alcohol is not available? — a clear concern
especially when people abide by his
advice. Information available in the
internet can be leveraged for various
interests regardless of truthfulness by
utilizing emotional content that Filipinos
are known to engage with?”?® while
capitalizing on their digital literacy (or lack
thereof).?®*° In addition, stoking culturally-
specific sentiments® rooted in history,
communitarian mindset®, and a value
system based on discipline and
conformity*? can be used to enhance the
spread of misinformation and
disinformation alike.

While disinformation is undoubtedly an
important problem, it will require a
different approach and solution. For this

paper, only misinformation will be
discussed. Fact-checking and other
regulatory mechanisms for



misinformation and social media* (e.g,
civic society such as the Church,
advocates, and the media) have existed
before COVID-19.82 Despite these efforts,
the pandemic has revealed inefficiencies,
and misinformation such as cheap fakes
(i.e., poorly constructed imitations of
official announcements), and real data put
out of context, otherwise known as
misinformation, remain prevalent in social
networks.®?22**Through this paper, we aim
to propose pragmatic solutions against
misinformation in the Philippines.

Objectives

Specifically, this paper aims to:

1. Define and contextualize
infodemics in the Philippines
during the COVID-19
pandemic;

2. Assess current mechanisms
in regulating misinformation
in the Philippine media and
government agencies;

3. ldentify problems in the
frameworks of these counter-
misinformation mechanisms;
and

4. Propose policy revisions and
pragmatic solutions to
misinformation.

Methods

A comprehensive review of existing
policies and mechanisms in Philippine
social media and government arms in their
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combat against misinformation during the
COVID-19 pandemic is made. Such policies

and mechanisms range from
implemented legislation that penalizes
misinformation to fact-checking

mechanisms of certain media. The
problems and solutions are identified and
proposed based on current literature by
the World Health Organization (WHQO) and
other relevant sources®** These were
searched using PubMed and Google
Scholar using words such as “infodemic”,
“COVID-19", “management”, “Philippines”,
and the like.

Problems identified on the mechanisms
against misinformation in the
Philippines

According to an executive order (EO)
issued by former President Benigno
Aquino lIll, one of the original functions of
the Inter-Agency Task Force on Emerging
Infectious Diseases (IATF-EID) is to educate
and alleviate public concerns on current
health crises.™ However, there are no
provisions on the implementing rules and
regulations (IRR) of this policy.

Not much has changed since the issuance
of the EO in 2014. There have since been no
additional provisions to the IRR
implemented to counteract the
Philippines’ lack of centralized top-down
flow of information. The lack of IRR
provisions addressing the paucity of
necessary and correct information has
caused much of the Filipino population to
rely on informal or unsolicited information
campaigns from private organizations or
individuals®*® There has been poor
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mobilization of key information and
experts on critical areas due to lack of
regulation of the content as well as the
method of dissemination. Although
opportunities towards institutionalizing
unified discussions have been opened,
these remain under the radar of public
consciousness due to lack of government
support and public policy.

Certain populations are more vulnerable to
misinformation in social media. The older
generation seems to be less critical of
posts found on social media.” In Facebook
alone, it was shown that older age groups
had a higher prevalence in sharing fake
news compared to the previous younger
age group — with the oldest population
seven times more susceptible to sharing
fake news compared to the youngest age
groups.® This signals a clear need for
further development in media literacy
interventions for this vulnerable
population.” While the K-12 program has
integrated media and information literacy
into the  school-aged population’s
curriculum, to the best of our knowledge,
there were no similarly publicized
programs in the Philippines required for
adults. Having mentioned this, published
evaluation of such programs should
continually be implemented to ensure the
effectiveness of such measures.

Being platforms for potential
misinformation, social media networks are
working towards limiting misinformation
against COVID-19. For instance, Facebook
has partnered with several institutions to
fact-check COVID-19-related information."”
Once reviewed and tagged as false, these
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posts will be removed, reduced, or tagged
with warning labels. Users who interacted
with such information will see a post in
their newsfeed linking to a WHO website
for documenting and debunking false
information.” Further, fact-checked and
legitimate articles are given space in the
COVID-19 information center accessible at
the sidebar of the Facebook website.”
Though these efforts are starting steps,
these measures remain passive — in that, a
user must be motivated to click and read
through posts in the websites or pages to
get the right information. Active
engagement in searching for legitimate
sources is needed or else people remain
vulnerable to misinformation.® People
must also break free from echo chambers
where their biases are magnified.” Further,
misinformation spread through person-to-
person messaging may not be screened as
this may violate the user privacy. Instead,
limits on spamming and tracking
suspicious spikes in messaging activity
have been implemented.?

Several local policies may act as regulatory
mechanisms for battling misinformation
on social media in the Philippines.
However, specific policies on
misinformation in social media remain
absent. There are no provisions regarding
health misinformation in the Cybercrime
Prevention Act of 2012. For most policies in
place, clarity of scope, consistency of
implementation, and lack of rehabilitative
functions remain a challenge.”

The Republic Act (RA) No. 11469, known as
the Bayanihan Heal as One Act, issued on
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March 2020 and implemented until June
2020, imposed sanctions for “spreading
false information regarding the COVID-19
crisis on social media and other platforms”
granting authority to the anti-cybercrime
group of the Philippine National Police to
implement penalties.? However,
consistency of implementation remained
a struggle due to the limitation in the
effectiveness of the law as well as the
absence of clear implementing rules and
regulations. Numerous instances of
misinformation by individuals, public
personalities, and officials have been cited
in the news - varying from spreading
doubt on the utility of face masks to the
promotion of steam inhalation.? 24 2>26.27.28
These have remained uninvestigated or
unpunished. Without clear provisions on
the implementing rules and regulations,
human rights and social media advocates
stated that the law can be easily abused by
those in power to file complaints against
individuals, including journalists.?®

In February 2020 and April 2020, criminal
charges under Article 154 of the Revised
Penal Code (RA 3815) were filed against
individuals spreading fake information on
COVID-19 - noting the public disorder that
misinformation may cause.*® However, this
law may not cover misinformation that is
less likely to endanger public order — for
example, false information on the use of
gasoline to clean masks® - despite its
harmful effects on health. Local
Government Units (LGUs) have also tried to
contribute to the regulation of
misinformation. For instance, in General
Mariano Alvarez in Cavite, spreading false
news is sanctioned: 6 monthsin prison or a
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penalty of 2,500 pesos.*> However, efforts
remain fragmented.

Proposed Solutions

In order to create a more sustainable
information system that can address
future health crises, a three-pronged plan
involving various stakeholders and
integrating evidence-based approaches
with a focus on equity is proposed.

First, the Philippine government should
institutionalize an intersectoral scientific
body that consolidates relevant scientific
data relating to an identified potential or
actual problem. This may involve already
existing agencies like the Departments of
Science and Technology, and Health,
among others. The main function of this
integrated body is to serve as the single
most central source of scientific
information for the Filipino people. This
body must be mandated to include
appointees involving different sectors (e.g.,
health, social sciences, education,
transportation, agriculture, economics,
etc.) with relevant knowledge, expertise,
and skills related to an identified problem.
Such appointees must be properly
screened and selected by means of their
credentials and experience in a particular
field. Their appointment must be approved
by an independent body, preferably the
duly recognized organization of experts in
the field.

As such, the body must gather, synthesize,
and contextualize relevant information via
an intersectoral approach and ensure
proper information dissemination down to
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the community level. In order to ensure
this, they must verify the gathered data,
convene media representatives before
releasing relevant scientific information,
coordinate with local government units
(LGUs) regarding dissemination and
implementation, and act as fact-checkers
via public direct communication channels
(e.g., Frequently Asked Questions or FAQ
pages, social media messaging, chatbots,
etc.). This synthesized knowledge will also
serve as a basis for policy development and
continuous evaluation.

The scientific body will also act as a central
advisory body and consolidate formal and
informal advice provided by existing
advisory bodies as well as ad hoc task
forces and technical working groups;
whereby policy developers and
implementers are required to heed this
central advisory body; and the gathering of
scientific advice will not be limited to

emergencies, but will include
prospectively  evaluating anticipated
problems.

Secondly, the Philippines must strengthen
existing legal frameworks to clearly
delineate misinformation from
disinformation. The RA 3815 (Revised Penal
Code) and RA 10175 (Cybercrime Law) must
be amended to include clear definitions, or
a separate act passed to cover recent
developments. Specifically,
misinformation penalties must be focused
on informing the individual. This is
achieved by applying tests on social media
etiguette in the application of new
accounts to social media sites;
implementing a three-strike warning
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system for offenders, with account
suspension and/or community service as
the final penalty; and requiring repeat
offenders to attend social media literacy
seminars to reactivate their account.
Meanwhile, disinformation must be
properly defined as a crime punishable by
the law, with a priority placed on human
rights and due process. All solutions
outlined here can also be put into
legislation to provide durability even with
successive political regime change.

Lastly, a culture of fact-checking in the
Philippines must be enhanced by
affirming the responsibility of social media
companies as platforms for proper
communication and information
dissemination. There must be a strong
mandate for the government to set
standards for operation and ensure that a
percentage of their profits be allocated to
tracking down and analyzing
misinformation. In addition, grassroots
initiatives must be supported financially.
Technical developments in their
algorithms must also be prioritized.
Changesto algorithms and the interface of
social media platforms may also
encourage a better environment for
discourse on pressing issues. Aside from
these, the government must also partner
with social media companies to submit
quarterly reports and share information on
current online trends (e.g. location, velocity
of change, the volume of traffic, public
sentiment, etc.). All this information must
be made transparent and publicly
archived as per the Freedom of
Information Act (Executive Order #2, 2016).
This can be used as a form of active
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evaluation of programs during emergency
response. The government can also
partner with social media influencers,
community leaders, and even LGUs in
charge of health and disaster
management as local disseminators of
information.

Journalistic outlets and social media
companies must also ensure that they
have a dedicated team to track down,
verify, and correct misinformation online
which is funded transparently, with
conflicts of interest publicly cited. Proper
socio-legal protections must be afforded
to journalists in this line of work. Due
protections are needed to ensure that
individuals practice their work without fear
of coercion or force. Meanwhile, media
outlets, their editors, and contributors
must abide by their code of ethics,
produce objective content, and
contextualize their live reports of current
events and headlines to avoid clickbait
culture.

Information asymmetry must be reduced
to engage individuals to fact-check their
own messaging and that of their peers.
This is achieved through the seminars and
information campaigns hosted by media
outlets and the academe. Academics must
also be informed of recent developments
in research, publication, and
communicating with wider audiences,
policy makers, and the media via seminars,
training, and integration in the health
sciences curriculum. They must take a
more proactive role in communicating
science using methods more palatable to
the public. All this, in addition to their role
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as analyzers of online behavior and the
Filipino psyche. As such, topics on online
trends in the social and behavioral
sciences must be urgently prioritized,
funded, and made easily accessible
through existing mechanisms.

Limitations of the study

With the community guarantine
implemented during the writing of this
paper, the authors were unable to obtain
literature that were unavailable online. As
such, it is possible that existing research
specific for Filipinos available in academic
institutions and other relevant agencies
was not considered. With that said, the
references used in this paper include only
reports published online and were
sometimes from abroad. All articles
reviewed were also in English. However, to
be able to design better solutions, more
studies should be made to understand this
issue specifically in the local context. The
Philippines has social dynamics and
political systems shaped by years of history
different from Western countries, where
most studies on misinformation and

disinformation are conducted.56
Therefore, while studies done in other
countries are important, the

recommendations they yield may not be
effective in the local context*® where
social, economic, and political conditions
are different.

Proposal of solutions in the form of a policy
requires the thoughtful deliberation of
several factors. The Hall model**® lists
legitimacy, feasibility, and support as
important aspects to consider in agenda
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setting. The authors were able to present
relevant information regarding legitimacy
and support such as recognized governing
bodies and policies observed by the public.
However, the issue of feasibility in
implementing such a complex framework
has not been evaluated. Though the
authors considered existing literature in
formulating the proposed solutions,
consultation with experts may have been a
helpful preliminary assessment for this
aspect. Furthermore, future pilot testing or
feasibility studies may be used to
investigate the potential effects and
resource requirements of the three-
pronged plan

Recommendations

It is worth noting that the proposed
solutions could be exceedingly impactful —
especially at grassroots levels — if each
individual is aware and fully understands
their rights and roles in this system. At the
same time, consultations with different
stakeholders are necessary to uphold or
establish formal partnerships as this is
essential for the success of the
interventions. The experts designated in
the institutionalized intersectoral science
body should also have clear and unique
roles without compromising the ability to
consolidate and produce integrated
scientific information. Identification of
roles and their extent should also be clear
to other stakeholders such as media
outlets, especially at a time of emergency.
Moreover, current legal frameworks such
as the Revised Penal Code and the
Cybercrime Law should start delineating
misinformation from disinformation which
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could potentially have two different
conseqguences, where the former can have
a more rehabilitative approach. The
solutions to support the culture of fact-
checking in the country rely heavily on the
policy’'s implementers, such as the national
and local governments, journalist , and
social media companies, to
conscientiously work and ensure that the
public has the appropriate guidance to
fact-check the information they receive.
This does not mean, however, that the
community has a passive role —rather, they
should be engaged by the said
implementers to constantly practice fact-
checking, realizing that they empower
themselves through such endeavor, and
eventually demand accountability from
individuals and institutions. All these
efforts are aligned to sustain the culture of
veritas in their communities.

Conclusion

When the COVID-19 pandemic struck, the
Philippines struggled to respond quickly
and misinformation became rampant.
Although there are measures in place to
provide a unified approach against the
pandemic, such as the establishment of
the IATF-EID, these did not directly address
the infodemic that took place. Most
responses against misinformation are
reactive and reduced only to fact-
checking. A more proactive approach can
be the constant production of
understandable scientific information by
an institutionalized, intersectoral science
body which could not only streamline a
centralized flow of information, but also
provide readily available, reliable, and
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scientifically valid data. At the same time,
current legal frameworks penalizing
misinformation can adopt a rehabilitative
approach and ensure the social media
literacy of offenders through tests and
seminars. The start of a culture of fact-
checking can be led by a partnership
among the government, social media
influencers, community leaders, media
outlets, and the academe. Information
becomes the thin line between life and
death at a time of national and public
health emergency. Therefore, the
Philippines’ fight against COVID-19 should
not only be recognized as a struggle
against the disease, but also a struggle
against misinformation.
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